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CHAPTER-01 

INTRODUCTION OF INTERNET OF THINGS 

1.1 Introduction 

➢ The Internet of Things (IoT) is the network of physical devices, vehicles, home 

appliances and other items embedded with electronics, software, sensors, 

actuators and network connectivity which enables these objects to get connected 

and exchange data.  

➢ Each thing is uniquely identifiable through its embedded computing system but is 

able to inter-operate within the existing Internet infrastructure.  

➢ Internet of Things can also be defined as an Internet technology connecting 

devices, machines and tools to the Internet by means of wireless technologies 

like Bluetooth, WiFi, ZigBee etc.  

1.2 Characteristics of IoT  

The fundamental characteristics of IoT are as follows.  

 

➢ Interconnectivity: With regards to IoT, anything can be interconnected with the 

global information and communication infrastructure.  

➢ Things related services: IoT is capable of providing “thing” related services 

within the constraints of things, such as privacy protection and semantic 

consistency among physical things and their associated virtual things.  

➢ Heterogeneity: The devices in the loT are heterogeneous based on different 

hardware platforms, applications and networks. They can interact with other 

devices or service platforms through different networks. IoT may comprise 

sleeping nodes, mobile devices and non-IP devices. 

➢ Dynamic changes: The state of the device changes dynamically, e.g., sleeping 

and waking up, connected and/or disconnected as well as the context of devices 

including location and speed. Moreover, the number of devices can be changed 

dynamically:  

➢ Enormous scale: The number of devices that need to be managed and that 

communicate with one another will be at least in an order of magnitude larger 

than the devices connected to the current Internet. The management of 

generated data and their interpretation for application purposes will be more 

critical. This relates to semantics of data, as well as efficient data handling. De  

➢ Safety: We gain benefits from IoT, but we must not forget about safety. IoT must 

be designed with safety in mind. This includes the safety of our personal data 

and the safety of our physical devices. Securing the endpoints, the networks and 

the data moving across all of it means creating a security paradigm in IoT.  

➢ Connectivity: Connectivity enables network accessibility and compatibility. 

Accessibility is found on a network while compatibility provides the common 



ability to consume and produce data. The intermittent connectivity is desirable in 

IoT as when the device is no longer in use, the connection can be detached 

whereas the device needs to be connected when it wants to generate, transfer or 

receive data.  

➢ Naming and Addressing: The names and addresses of devices connected to 

the Internet of Things should be unique. Efficient and unambiguous addressing 

mechanisms should be deployed for devices connected in IoT. Moreover the 

conversion and translation of addresses from one network to the other should 

take place efficiently.  

1.3 Applications of IoT  

The applications of IoT are found in almost all domains of life. It includes business, 

manufacturing, healthcare, retail, security, transport and other domains. The 

applications of IoT in key areas are explained in the following description.  

● Smart Home: In this concept, it is possible to switch on air conditioning before 

reaching home or switch off lights even after we have left home. Similarly we can 

unlock the doors to friends for temporary access even when we are not at home. 

Thus IoT is building products to make our life simpler and convenient. Smart 

Home products are promised to save time, energy and money. Smart Home 

companies like Nest, Ecobee, Ring and August, to name a few, will become 

household brands and are planning to deliver a unique experience.  

● Wearables: Wearables have experienced an explosive demand in markets all over the 

world. Companies like Google, Samsung, etc. have invested heavily in building such 

devices. Wearable devices are installed with sensors and software which collect data 

and inform the users.  

● Connected Cars/Smart Cars: The automotive digital technology has focused 

optimizing vehicle's internal functions. But now, this attention is growing towards 

enhancing the in-car experience. Similarly a smart car can identify the behavior of 

another car coming in its open direction. For example, if a car coming in the opposite 

direction switches on the indicator on the left, our car understands it and takes action 

accordingly. Major brands like Tesla, BMW, Apple, Google are working on bringing the 

neve revolution in automobiles.  

● Smart Industry: Smart Industry is the new buzz in the industrial sector, also termed as 

Industrial Internet of Things (IIoT). It is empowering industrial engineering with sensors. 

software and big data analytic to create brilliant machines. The driving philosophy behind 

IIoT is that smart machines are more accurate and consistent than humans in 

communicating through data. This data can help companies in picking up inefficiencies 

and problems sooner. IoT holds great potential for quality control and sustainability.  

● Smart Cities: Smart City is another powerful application of IoT generating curiosity 

among the world's population. Smart surveillance, automated transportation, smarter 

energy management systems, water distribution, urban security and environmental 

monitoring are examples of Internet of Things applications for Smart Cities. IoT will solve 

major problems faced by the people living in cities of pollution, traffic congestion and 



shortage of energy supplies etc. Products like cellular communication enabled Smart 

Belly trash will send alerts to municipal services when a bin needs to be emptied. By 

installing sensors and using web applications, citizens can find free available parking 

slots across the city. Also, the sensors can detect meter tampering issues, general 

malfunctions and any installation issues in the electricity system.  

● Smart Agriculture-:Smart farming is one of the fastest growing fields in IOT. Sensing 

for soil moisture and nutrients, controlling water usage for plant growth and determining 

custom fertilizer are some simple usages of IoT.  

● Smart Retail: The potential of IoT in the retail sector is enormous. IoT provides an 

opportunity to retailers to get connected with the customers to enhance the in-store 

experience. Smartphones will be the way for retailers to remain connected with their 

consumers even out of store. Interacting through Smart phones and using beacon 

technology can help retailers serve their consumers in a better manner. 

● Energy Management: Power grids of the future will not only be smart enough but also 

highly reliable. Smart Grid concept is becoming very popular all over the world. The 

basic idea behind the smart grids is to collect data in an automated fashion and analyze 

the behavior of electricity consumers and suppliers for improving efficiency as well as 

economics of electricity usage. Smart Grids will also be able to detect sources of power 

outages more quickly and at individual household levels like nearby solar panels, making 

possible distributed energy systems.  

● Smart Healthcare: In smart healthcare, devices are connected to hospitals, doctors and 

relatives to alert them of medical emergencies and take preventive or necessary 

measures.  

● Smart Poultry and Farming: Livestock monitoring is about animal husbandry and cost 

saving. Using IoT applications to gather data about the health and well being of the 

cattle, ranchers know early about the sick animal which can be pulled out and help 

prevent a large number of sick cattle. With the help of collected data, ranchers can 

increase the poultry production.  

 

  Other applications of IoT include smart parking for vehicles, detecting and regulating 

traffic congestion, smart lighting of cities, waste management, detection of river floods, 

landslides and earthquakes in advance, monitoring of snow level, measuring and control 

air and water pollution, forest fire detection, detection of leakages in a water 

transmission system, identification of radiation levels, explosives and hazardous gases 

and smart rescue systems.  

 

 

 

 

 

 

 



 

IOT Categories 

    Internet of Things can be classified into two categories:  

 

1. INDUSTRIAL Internet of Things  

2. CONSUMER Internet of Things  

 

 

Industrial IoT: 

➢  If our factory equipment has sensors connected to the Internet, then it is part of 

Industrial IoT (IIoT).  

➢ In an Industrial IoT, a device connects to both an IP network and the global 

Internet. Connectivity between the nodes is done using regular as well as 

industry specific technologies.  

➢ The IoT is important but not critical, while the IIoT failure often results in life-

threatening or other emergency situations. 

➢  IIoT provides an unprecedented level of visibility throughout the supply chain. 

Individual items, cases, pallets, containers and vehicles can be equipped with 

auto-identification tags and tied to GPS-enabled connections to continuously 

update location and movement. 

➢  The IoT generates medium or high volume of data, while IIoT generates massive 

amount of data (a single turbine compressor blade can generate more than 

500GB of data per day) so includes Big Data, Cloud Computing, Machine 

Learning as necessary requirements. 

        Consumer IoT: 
➢  IoT devices communicate within the locally networked devices and communication to 

outside Internet is done through a gateway. 

➢  Local communication is done mostly via Bluetooth, ZigBee or WiFi. 

➢ Consumer IoT refers to the use of ‘smart objects, which are everyday things from cars 

and home appliances to athletic shoes and light switches that can connect to the 

Internet, transmitting and receiving data and connecting the physical world to the digital 

world.  

➢ It is mostly about human interaction with objects. Devices can alert users when certain 

events or situations occur or monitor activities. 

➢  If our thermostat or refrigerator is connected to the Internet, then it is part of the 

consumer IoT. 

 



 

 

1.5 IoT Enablers and Connectivity Layers 

 IoT enablers can be looked upon based on three factors namely 

 (a) Implementation Perspective  

 (b) Connectivity Methods  

 (c) Enabling Technologies. 

                                                    

➢ The implementation perspective includes smart industries, smart homes, smart 

factories, smart vehicles, smart healthcare etc.  

➢ Connectivity methods in the Internet of Things include ZigBee, RFID, 

Bluetooth, WiFi, 6LOWPAN, LoRa etc.  

➢ Enabling technologies include cloud computing, artificial intelligence, big data, 

machine learning, deep learning, fog computing etc. 

 

1.6 Baseline Technologies  

There are various baseline technologies that are very closely related to IoT.  

They include  

(a) Machine-to-Machine Communication  

(b) Cyber-Physical Systems  

(c) Web of Things  

(a)Machine-to-Machine Communication (M2M) — M2M refers to communications 

and interactions between machines and devices. (M2M) is a broad label that can be 

used to describe any technology that enables networked devices to exchange 

information and perform actions without the manual assistance of humans.  

(b) Cyber-Physical Systems  

Cyber-Physical Systems (CPS) represent the next generation embedded intelligent ICT 

systems that are interconnected, interdependent, collaborative, autonomous and 

provide computing and communication, monitoring/ control of physical 

components/processes in various applications.  

(c) Web of Things    

The Web of Things (WoT) is a term used to describe approaches, software architectural 

styles and programming patterns that allow real-world objects to be part of the World 

Wide Web. 

               

 

 

 



 

               Sensor           

➢  A sensor is a device that detects and responds to some type of input from the  

physical environment. 

➢ . The specific input could be light, heat, motion, moisture, pressure, or any one  

of a great number of other environmental phenomena. 

➢ The output is generally a signal that is converted to human-readable display at  

          the sensor location or transmitted electronically over a network for reading or  

           further processing. 

➢ . Examples of sensors include infrared sensor, ultrasonic sensor, camera sensor,,  

smoke detection sensor, temperature sensor, humidity sensor etc.  

1.8 Actuators  

➢ An actuator is a component of a machine or system that moves or controls the 

mechanism or the system. 

➢  It is the mechanism by which a control system acts upon an environment.  

➢ An actuator requires a control signal and a source of energy. Upon receiving the 

control signal, the actuator responds by converting the energy                                                                             

into mechanical motion. 

1.9 IoT Components and Implementation  
Before the Internet of Things is implemented we need to know the functional components of IoT. 

The functional components include the following:  

● Devices (Things): Various devices connected to IoT forms the components for 

interaction and communication with other IoT devices. It may include various mobile, 

non-mobile devices fitted with sensors.  

● Local Network: This is the component for processing and analysis of local operations. 

● Internet: This is the outside network through which the data is transferred for remote 

processing and analytics.  

● Back-end services: Components for handling Web services of applications com of 

processors, servers etc.  

● Applications: This includes various applications for communications, processing,  

           analytics and storage.  

● User Interface: This is the interface between humans and machines to access the lot.  

 

 

 

 



 

 

Challenges of Iot 

Scalability: 

Billions of internet-enabled devices get connected in a huge network, large volumes of 

data are needed to be processed. The system that stores, analyses the data from these 

IoT devices needs to be scalable. In the present, the era of IoT evolution everyday 

objects are connected with each other via the Internet. The raw data obtained from 

these devices need big data analytics and cloud storage for interpretation of useful data. 

Interoperability: 

Technological standards in most areas are still fragmented. These technologies need to 

be converged. Which would help us in establishing a common framework and the 

standard for the IoT devices. As the standardization process is still lacking, 

interoperability of IoT with legacy devices should be considered critical. This lack of 

interoperability is preventing us to move towards the vision of truly connected everyday 

interoperable smart objects. 

Lack of government support: 

Government and Regulatory bodies like FDA should come up and bring up regulations 

by setting up a standard committee for safety and security of devices and people. 

Safety Of Patients: 

Most IoT devices are left unattended, as they are connected with real-world objects. If 

used on patients as wearable devices, any technical error in security can be life-

threatening for patients. 

Security And Personal Privacy: 

There has been no research in security vulnerabilities and its improvements. It should 

ensure Confidentiality, Integrity and Availability of personal data of patients. 

Design Based Challenge: 

With the development in technology design challenges are increasing at a faster rate. 

There have been issues regarding design like limited computation power, limited energy 

and limited memory which need to be sorted out. 

 

 

 



 

 

Short questions with answer 

Q1. Define IOT. 

The Internet of Things (IoT) is the network of physical devices, vehicles, home 

appliances and other items embedded with electronics, software, sensors, 

actuators and network connectivity which enables these objects to get connected 

and exchange data.  

Q2. What is the function of actuators? 

Actuators  

➢ An actuator is a component of a machine or system that moves or controls the 

mechanism or the system. 

➢  It is the mechanism by which a control system acts upon an environment.  

➢ An actuator requires a control signal and a source of energy. Upon receiving the 

control signal, the actuator responds by converting the energy                                                                             

into mechanical motion. 

Q3. What is a sensor? 

➢ A sensor is a device that detects and responds to some type of input from the  

physical environment. 

➢ . The specific input could be light, heat, motion, moisture, pressure, or any one  

             of a great number of other environmental phenomena 

 

Long Questions 

Q1. What is IOT? Explain different types of IOT. 

Q2. Explain different types of baseline technologies. 



CHAPTER-02 

IOT NETWORKING 
 

2.1 Connectivity Terminologies  

The number of IoT connected devices will increase drastically in near future. The 

reason is the integration of existing devices, smart devices as well as constrained 

nodes in a singular framework. There will be need for the integration of various 

connectivity features such as cellular, Wi-Fi, Ethernet with upcoming ones such as 

Bluetooth Low Energy (BLE), Dash7, Instead, IEEE 802.15.4 etc. We need to 

understand the basic connectivity terminologies in Internet of Things before going 

with network configurations and various protocols used in IoT. Following are the 

connectivity terminologies used in IoT. 

  

lot Node- These are machines, things or computers connected to other nodes 

inside a LAN via the IoT LAN. This node may be sometimes connected to the 

Internet through a WAN directly. 

 

IoT LAN- Local Area Network or LAN is short to medium range, where distances 

can be up to hundreds of meters, such as home automation or sensors that are 

installed within a factory production line that communicate over Wi-Fi with a gateway 

device that is installed within the same building. It is an organization wide network 

which may or may not be connected to the Internet. Figure 2.1 shows the 

architecture of IoT LAN where L represents a node in the Local Area Network.  

       

 



IOT WAN- Wide Area Networks or WAN is the connection of various network segments 

organizationally and geographically wide which connects to the Internet. It may consist of 

several LANs. Each node in a LAN will have a unique address but another node in a 

different LAN may have the same address. Different LANs are connected to WAN via 

gateways.  

 IoT Gateway-This is a router connecting the IoT LAN to a WAN or to the Internet. It can 

implement several LANs and WANs. The main responsibility of IoT gateways is to forward 

packets between LAN and WAN on the IP layer.  

IoT Proxy-This performs active application layer functions between IoT nodes and other 

entities..  

 

2.2 Gateway Prefix Allotment - In IoT addressing, since there are a huge number 

of devices connected, we need to conserve the address space. Each device connected to 

IoT network needs a unique IP address. Nodes within a gateway's jurisdiction have 

addresses that are valid within the gateway's domain only.  

 
 

2.3 Impact of Mobility on Addressing  

● There is a great impact on IoT addressing as devices move in a network. Consider 

Figure for gateway prefix allotment. The network prefix changes from 1 to 2 due to 

the movement making the IoT LAN safe from changes due to movements. IoT 



gateway WAN address changes without change in IoT LAN address. This is 

achieved using Unique Local Address (ULA).  

● The gateways assigned with prefixes are attached to a remote anchor point by using 

various protocols such as mobile IPv6 and are immune to changes of network 

prefixes. Figure shows the diagram of remote anchor points.  

 

                 

2.4 Multihoming  

Multihoming is the practice of connecting a host or a computer network to more 

than one network. This can be done in order to increase reliability or performance, or 

to reduce cost. There are several different ways to perform multihoming.  

(a) Host multihoming: In this a single host may be connected to multiple networks. 

For example, a mobile phone might be simultaneously connected to a Wi-Fi network 

and a 3G network, and a desktop computer might be connected to both a home 

network and a VPN. A multihomed host usually is assigned multiple addresses, one 

per connected network.  

(b)Classical multihoming: In classical multihoming, a network is connected to 

multiple providers, and uses its own range of addresses (typically from a Provider 

Independent (PI) range). The network's edge routers communicate with the 

providers using a dynamic routing protocol, typically Border Gateway Protocol 



(BGP), which announces the network's address range to all providers. If one of the 

links fail, the dynamic routing protocol recognizes the failure within seconds or 

minutes, and reconfigures its routing tables to use the remaining links, transparently to 

the hosts. Classical multihoming is costly, since it requires the use of address space that is 

accepted by all providers, a public Autonomous System (AS) number, and a dynamic 

routing protocol. Since multihomed address space cannot be aggregated, it causes growth 

of the global routing table. 

(c) Multihoming with multiple addresses: In this approach, the network is 

connected to multiple providers, and assigned multiple address ranges, one for each 

provider. Hosts are assigned multiple addresses, one for each provider. Multihoming 

with multiple addresses is cheaper than classical multihoming, and can be used 

without any cooperation from the providers (e.g. in a home network) but requires 

additional technology in order to perform routing.  

 

2.5 Deviations from Regular Web  

➢ In this section, we will have a comparison of the communication networks in 

Web and communication networks in IoT. The various layers in ISO/OSI layer 

and communication layers in IoT have many similarities. 

➢ We have already seen the four layers of loT in Chapter 1. The four layers 

include sensing layer, network layer, service layer and interface layer. The 

sensing layer is equivalent to the physical layer and data link layer of the OSI 

reference model.  

➢ The protocols user IoT are IEEE 802.15.4 MAC and IEEE 802.15.4 

PHY/Radio for this layer while protocol OSI layers are Ethernet, DSL, ISDN, 

Wireless LAN, Wi-Fi. 

➢  Similarly in the network the protocols used are IPv6 and 6LowPAN in IoT 

whereas the protocols used in OSI are IP IPv6 and IPSec.  

➢ Again the protocols used in the service layer in IoT are UDP and DTLS with 

the protocols in transport layer for web are TCP and UDP.  

➢ The application layer in OSI is similar to the interface layer in IoT. The 

protocols used in IoT and web are different as they are intended for different 

purposes.  

➢ Unlike web stack, we can see in addition to the protocols in IoT, there is a 

management component in IoT stack. This is essential because there are a 

large number of devices, networks and other resources which need to be 

managed efficiently.  

 

 

 

 



2.6 IOT Identification and data protocol 

The IOT covers a huge range of industries and use cases that scale from a single constraint 

device up to massive cross  platform deployments of embedded     technologies  and  cloud 

systems connecting in real-time. Rather than trying to fit all of the loT protocols on top of existing 

architecture models like OSI Model, we have broken the protocols into the following layers to provide 

some level of organization.  

 

Infrastructure (ex: 6LowPAN, IPv4/IPv6, RPL).  

Identification (ex: EPC, uCode, IPv6, URIs)  

Comms / Transport (ex: Wi-Fi, Bluetooth, and LPWAN)  

Discovery (ex: Physical Web, mDNS, DNS-SD)  

Data Protocols (ex: MQTT, COAP, AMQP, Websocket, Node)  

Device Management (ex: TR-069, OMA-DM)  

Semantic (ex: JSON-LD, Web Thing Model)  

Multi-layer Frameworks (ex: Alljoyn, IoTivity, Weave, Homekit)  

 

 

Short questions with answer 

Q1. Define multihoming. 

Multihoming is the practice of connecting a host or a computer network to more 

than one network. This can be done in order to increase reliability or performance, or 

to reduce cost. There are several different ways to perform multihoming.  

 

Q2. Define IOT WAN. 

1. IOT WAN- Wide Area Networks or WAN is the connection of various network 

segments organizationally and geographically wide which connects to the Internet.  

2. It may consist of several LANs. Each node in a LAN will have a unique address but 

another node in a different LAN may have the same address. Different LANs are 

connected to WAN via gateways. 

Q3. What is IOT gateway? 

1. This is a router connecting the IoT LAN to a WAN or to the Internet. It can implement 

several LANs and WANs.  

2. The main responsibility of IoT gateways is to forward packets between LAN and WAN 

on the IP layer.  
Long Questions 

Q1. Explain different connectivity terminologies used in IOT. 

Q2. Explain the Impact of Mobility on Addressing. 



CHAPTER-03 

CONNECTIVITY TECHNOLOGY 
3.1 Introduction  

● In the previous Chapter, we have already discussed some important identification and 

data protocols like IPv4, IPv6, MQTT, COAP, XMPP and AMQP.  

● In this Chapter we will be discussing some other important communication protocols 

which have immediate importance to consumer and industrial IoTs.  

● The connectivity technologies that will be discussed in this Chapter are IEEE 802.15.4, 

ZigBee, 6LOWPAN, Wireless HART, Z-Wave, ISA 100, Bluetooth, NFC and RFID. We 

will see each technology in detail.  

 

3.2 IEEE 802.15.4  
● IEEE standard 802.15.4 intends to offer the fundamental lower network layers of a type 

of Wireless Personal Area Network (WPAN) which focuses on low-cost, low-speed 

ubiquitous communication between devices.  

● It can be contrasted with other approaches, such as Wi Fi, which offer more bandwidth 

and require more power.  

● The emphasis is on very low cost communication of nearby devices with little to no 

underlying infrastructure, intending to exploit this to lower power consumption even 

more.  

● IEEE 802.15.4 was developed for low data rate monitoring and control applications with 

extended life, low power consumption uses. This standard uses only the first two layers 

(PHY, MAC). 

●  In addition to this, the Logical Link Control (LLC) and Service Specific Convergence 

Sublayer (SSCS) are used to communicate with all upper layers.  

● This protocol operates in the ISM band.  

● The industrial, scientific, and medical radio band (ISM band) refers to a group of radio 

bands or parts of the radio spectrum that are internationally reserved for the use of radio 

frequency (RF) energy intended for scientific, medical and industrial requirements rather 

than for communications.  

● Devices are conceived to interact with each other over a conceptually simple wireless 

network.  

● The definition of the network layers is based on the OSI model; though only the lower 

layers are defined in the standard, interaction with upper layers is Intended, possibly 

using an IEEE 802.2 logical link control sublayer accessing the MAC through a 

convergence sublayer.  

 

3.3 ZigBee  

➢ ZigBee is an IEEE 802.15.4 based specification for a suite of high-level 

communication protocols used to create personal area networks with small, low-

power digital radios, such as for home automation, medical device data 

collection, and other low-power low-bandwidth needs.  



➢ It is designed for small scale projects which need wireless connection. Hence, 

ZigBee is a low-power, low data rate, and close proximity (i.e., personal area) 

wireless ad-hoc network.  

➢ It's low power consumption limits transmission distances to 10–100 meters line-

of-sight, depending on power output and environmental characteristics.  

➢ ZigBee devices can transmit data over long distances by passing data through a 

mesh network of intermediate devices to reach more distant ones.  

➢ ZigBee is typically used in low data rate applications that require long battery life 

and secure networking. ZigBee networks are secured by 128 bit symmetric 

encryption keys.  

➢ ZigBee has a defined rate of 250 Kbits/s, best suited for intermittent data 

transmissions from a sensor or input device.  

 

Applications  

ZigBee finds application in the following domains.  

a. Building automation.  

b. Remote Control (RF4CE or RF for consumer electronics).  

c. Smart energy for home energy monitoring. 

d. Healthcare for medical and fitness monitoring.  

e. Home automation for control of smart homes.  

f. Light link for control of LED lighting.  

g. Telecom services.  

 

3.4 6LOWPAN  

➢ 6LOWPAN is an acronym of IPv6 over Low-Power Wireless Personal Area 

Networks.  

➢ The 6LOWPAN concept originated from the idea that “the Internet Protocol could 

and should be applied even to the smallest devices,” and that low-power devices 

with limited processing capabilities should be able to participate in the Internet of 

Things.  

➢ It allows low power devices to connect to the Internet. 6LOWPAN was created by 

Internet Engineering Task Force (IETF).  

➢ The 6LOWPAN protocol is based on IPv6 and operates in a fully asynchronous 

way. It adopts a mesh topology and uses a routing algorithm which does not take 

care of the sleenin node thus requiring approaches such as low-power listening 

for energy saving purposes.  

 

 

 



 

 

The features of 6LOWPANs are the following:  

➢ It allows IEEE 802.15.4 radios to carry 128 bit addresses of Internet Protocol 

Version 6 (IPv6). 

➢  Header compression and address translation techniques allow the IEEE 

802.15.4 radios to access the Internet.  

➢  IPv6 packets are compressed and reformatted to fit the IEEE 802.15.4 packet 

format.  

➢  Requires low bandwidth.  

➢  Consumes low power and typically battery operated.  

➢  Supports star and mesh topologies.  

➢  Relatively low cost with other technologies.  

 

3.5 RFID  

➢ RFID stands for Radio Frequency Identification.  

➢ The acronym refers to small electronic devices that consist of a small chip and an 

antenna.  

➢ The chip typically is capable of carrying 2,000 bytes of data or less.  

➢ The RFID device serves the same purpose as a bar code or a magnetic strip on 

the back of a credit card or ATM card.  

➢ It provides a unique identifier for that object. And, just as a barcode or magnetic 

strip must be scanned to get the information, the RFID device must be scanned 

to retrieve the identifying information.  

➢ Data read from RFID tags are stored in a database by the reader. As compared 

to traditional barcodes and QR codes, RFID data can be read outside the line of 

sight. RFID tag consists of an integrated circuit and an antenna.  

➢ The tag is covered by a protective material which also acts as a shield against 

various environmental effects. Tags may be passive or active.  

➢ Passive RFID tags are the most widely used. Passive tags have to be powered 

by a reader inductively before they can transmit information, whereas active tags 

have their own power supply.  

➢ The applications of RFID can be found in various domains as follows.  

• Inventory management  

• Asset tracking  

  Personnel tracking  

• Controlling access to restricted areas  

• ID badging  

 



 

 

Working of RFID  

● RFID technology is derived from Automatic Identification and Data Capture (AD 

technology.  

● AIDC performs object identification, object data collection and mapping collected 

data to computer systems with little or no human intervention.  

● AIDC uses web communication.  

● RFID uses radio waves to perform AIDC functions.  

● At a simple level, RFID systems consist of three components: an RFID tag or 

smart label, an RFID reader, and an antenna.  

● RFID tags contain an integrated circuit and an antenna, which is used to transmit 

data to the RFID reader (also called an interrogator). 

●  The reader then converts the radio waves to a more usable form of data. 

Information collected from the tags is then transferred through a communications 

interface to a host computer system, where the data can be stored in a database 

and analyzed at a later time.  

 
 

3.6 HART and Wireless HART  

● HART is the acronym for Highway Addressable Remote  

Transducer Protocol. Wireless HART is the latest release of HART protocol. 

●  HART standard was developed for networked smart field devices.  

● The wireless protocol makes the implementation of HART cheaper and easier.  

● HART encompasses the most number of field devices incorporated in any field 

network.  

● Wireless HART enables device placements ,Network more accessible and 

cheaper such as the top of a reaction tank, inside a pipe or at widely separated 

warehouses.  

● HART includes five layers of the OSI model:  



Application physical layer, data link layer, network layer, transport layer, and application 

layer.  

3.7 NFC  

➢ Near field communication, abbreviated NFC, is a form of contactless 

communication between devices like smart phones or tablets.  

➢ Contactless communication allows a user to wave the smart phone over a NFC 

compatible device to send information without needing to touch the devices 

together or go through multiple steps setting up a connection.  

➢ Fast and convenient, NFC technology is popular in parts of Europe and Asia, and 

is quickly spreading throughout the United States. 

➢  Near field communication maintains interoperability between different wireless 

communication methods like Bluetooth and other NFC standards including 

FeliCa which is popular in Japan.  

➢ The NFC forum enforces strict standards that manufacturers must meet when 

designing NFC compatible devices. This ensures that NFC is secure and 

remains easy-to-use with different versions of the technology. Compatibility is the 

key to the growth of NFC as a popular payment and data communication 

method. It must be able to communicate with other wireless technologies and be 

able to interact with different types of NFC transmissions.  

➢ NFC's data transmission frequency is 13.56 MHz. NFC can transmit data at a 

rate of either 106, 212 or 424 Kbps. Tags typically store between 96 and 512 

bytes of data. Communication range is less than 20 cms.  

➢ NFC finds application in various domains such as smart phone based payments, 

parcel tracking, information tags in posters and advertisements, computer game 

synchronized toys, low power home automation systems etc.  

3.8 Bluetooth  

● Bluetooth wireless technology is a short range communications technology 

intended to replace the cables connecting portable unit and maintaining high 

levels of security.  

● Bluetooth finds applications in audio players, home automation, smart phones, 

toys, hands free headphones and sensor networks.  

Features of Bluetooth  

1. Bluetooth offers a uniform structure for a wide range of devices to connect and  

communicate with each other.  

2. Bluetooth technology has achieved global acceptance such that any Bluetooth 

enabled  

device, almost everywhere in the world, can be connected with Bluetooth enabled  

devices.  

3. Low power consumption of Bluetooth technology and an offered range of up to ten 

meters have paved the way for several usage models.  



4. Bluetooth offers interactive conferences by establishing an Ad-hoc network of 

laptops.  

5. Bluetooth usage model includes cordless computer, intercom, cordless phone and  

mobile phones.  
3.9 Z-wave  

● Z-wave (or Z wave or Zwave) is a protocol for communication among devices used for 

home automation. It uses RF for signaling and control.  

● Z-wave was developed by Zensys, Inc. a start-up company based in Denmark. Z-wave 

was released in 2004.  

● Based on the concepts of ZigBee, Z-wave strives to build simpler and less expensive 

devices than ZigBee.  

3.10 ISA 100.11A  

● ISA is the acronym for International Society of Automation.  

● The official description is “Wireless Systems for Industrial Automation: Process 

Control and Related Applications”. 

●  ISA 100.11 A is designed mainly for large scale industrial complexes and plants. 

More than 1 billion devices use ISA 100.11A. T 

● The features of this protocol includes flexibility, support for multiple protocols and 

applications, use of open standards, reliability which includes error detection 

channel hopping etc., determinism which includes TDMA, OS support and 

security. 

 
(Architecture of  ISA 100.11A) 

 

 

 

 



 

 

Short Questions with answers 

Q1.  What is Bluetooth? 

● Bluetooth wireless technology is a short range communications technology 

intended to replace the cables connecting portable unit and maintaining high 

levels of security.  

● Bluetooth finds applications in audio players, home automation, smart phones, 

toys, hands free headphones and sensor networks.  

Q2. Explain z-wave. 
● Z-wave (or Z wave or Zwave) is a protocol for communication among devices used for 

home automation. It uses RF for signaling and control.  

Long Questions 

Q1. Explain zigbee. State the various applications of zigbee. 

Q2. Describe IEEE 802.15.4. 



CHAPTER-04
WIRELESS SENSOR NETWORKS

4.1 Introduction

● Wireless Sensor Networks (WSN) consists of a large number of sensor nodes deployed
over an area.

● Sensor nodes are capable of collaborating with one another and measuring the condition
of their surrounding environments like light, temperature, sound, vibration etc.

● The sensed measurements are then transformed into digital signals and processed to
reveal some properties of the phenomena around sensors.

● Sensor nodes find applications in various domains like temperature measurement,
humidity level, lighting condition, air pressure, soil make-up, noise level and vibration.

● These are similar to wireless ad hoc networks in the sense that they rely on wireless
connectivity and spontaneous formation of networks so that sensor data can be
transported wirelessly.

● The WSN is built of “nodes” from a few to several hundreds or even thousands, where
each node is connected to one (or sometimes several) sensors.

● The sensor nodes in WSNs have short radio transmission range and hence intermediate
nodes act as relay nodes to transmit data towards the destination node (sink node) using
a multi-hop path. Figure 4.1 shows the multi-hop path in WSN.

● Each such sensor network node has typically several parts: a radio transceiver with an
Internal antenna or connection to an external antenna, a microcontroller, an electronic
circuit for interfacing with the sensors and an energy source, usually a battery or an
embedded form of energy harvesting.

● The propagation technique between the hops of the network can be routing or flooding.



4.2 Components of a Sensor Node
● The main components of a sensor node are a location finding unit which contains a

transceiver sensing unit which contains one or more sensors and an analog to digital
converter (ADC).

● processor, storage or external memory and a power source. Figure 4.2 shows the
architecture of a sensor node.

Sensing unit:
● Sensors are used by wireless sensor nodes to capture data from their environment.

They are hardware devices that produce a measurable response to a change in a
physical condition like temperature or pressure.

● Sensors measure physical data of the parameter to be monitored and have specific
characteristics such as accuracy, sensitivity etc.

● The continual analog signal produced by the sensors is digitized by an analog-to-digital
converter and sent to controllers for further processing.

● Most sensor nodes are small in size. consume little energy, operate in high volumetric
densities, be autonomous and operate unattended, and be adaptive to the environment.

● As wireless sensor nodes are typically very small electronic devices, they can only be
equipped with a limited power source of less than 0.5-2 ampere-hour and 1.2-3.7 volts.

Sensors are classified into three categories: passive, omni-directional
sensor :  passive, narrow-beam sensors and active sensors.

● Passive sensors sense the data without actually manipulating the environment.They are
self powered. The energy is needed only to amplify their analog signal.

● Active sensors actively probe the environment needed only to amplify their analog
signal.



● Narrow beam sensors have a well defined notion of a direction of measurement similar
to a camera. omnidirectional sensors have no notion of direction involved in their
measurements.

● Sensor node has a certain area of coverage for which it can reliably and accurately
report the particular quantity that it is observing.

Location Finding Unit and Transceiver
● Location finding unit contains a transceiver which transmits or receives data.
● Sensor nodes often make use of ISM band, which gives free radio, spectrum allocation

and global availability.
● The possible choices of wireless transmission media are radio frequency (RF), optical

communication (laser) and infrared.
● Lasers require less energy, but need line-of-sight for communication and are sensitive to

atmospheric conditions.

Processor
● The processor processes data and controls the functionality of other components in the

sensor node.
● While the most common processor is a microcontroller, other alternatives that can be

used as a controller are a general purpose desktop microprocessor, digital signal
processors etc.

● A microcontroller is often used in many embedded systems such as sensor nodes
because of its low cost, flexibility to connect to other devices, ease of programming and
low power consumption.

Storage or External Memory
● From an energy perspective, the most relevant kinds of memory are the on-chip memory

of a microcontroller and flash memory.
● Flash memories are used due to their cost and set capacity.
● Memory requirements are very much application dependent.
● Two category memory based on the purpose of storage are: user memory used for

storing application real or personal data and program memory used for programming the
device.

Power Source
● A wireless sensor node is a popular solution when it is difficult or impossible to run a

mains supply to the sensor node.
● However, since the wireless sensor node is often placed in a hard-to-reach location,

changing the battery regularly can be costly and inconvenient.
● An important aspect in the development of a wireless sensor node is ensuring that there

is always adequate energy available to power the system.
● The sensor node consumes power for sensing, communicating and data processing.

More energy is required for data communication than any other process. Power is stored



either in batteries or capacitors. Batteries, both rechargeable and non-rechargeable, are
the main source of power supply for sensor nodes.



4.3 Modes of Detection

here are 4 modes by which sensors detect the objects or sense the data.

a. Single Source Single Object Detection -

● In this a single object will be detected by a single sensor node.

● The detected data will be sent to the sink node via intermediate sensors.

b. Single Source Multiple Object Detection -

● In this there will be a single source for detecting multiple objects.
● The detected data on reaching the sink node will identify the various objects.



Figure 4.4 shows single source multiple object detection mode.

c. Multiple Source Single Object Detection

● In this, same object will be detected by | multiple sensors.
● This is expensive and can be applied for security critical applications.



d. Multiple Source Multiple Object Detection -

● This mode of detection contains more than one object and more than one sensor.

● Each object may be detected by more than one sensor. Figure 4.6 shows
multiple source multiple object detection mode.

4.4 Challenges

There are several challenges in WSN. They are the following.
1. Energy Efficiency -

● The first and often most important design challenge for a WSN is energy
efficiency.

● Power consumption can be allocated to three functional domains: sensing,
communication and data processing, each of which requires optimization.

● The sensor node lifetime typically exhibits a strong dependency on battery life.
● The constraint most often associated with sensor network design is that sensor

nodes operate with limited energy budgets.



2. Limited bandwidth -

● In wireless sensor nets, less power is consumed in processing data than
transmitting it.

● Presently, wireless communication is limited to a data rate in the order of 10–100
Kbits/second.

● Bandwidth limitation directly affects message exchanges among sensors and
synchronization is impossible without message exchanges.

● Sensor networks often operate in a bandwidth and performance constrained
multi-hop wireless communications medium.

●
● These wireless communications links operate in the radio, infrared, or optical

range.

3. Node Costs -

● A sensor network consists of a large set of sensor nodes.
● It follows that the cost of an individual node is critical to the overall financial

metric of the sensor network.
● Clearly, the cost of each sensor node has to be kept low for global metrics to be

acceptable. Depending on the application of sensor netw large number of
sensors might be scattered randomly over an environment, su weather
monitoring.

● If the overall cost was appropriate for sensor networks and be more acceptable
and successful to users which need careful consideration.

4. Deployment -

● Node deployment is a fundamental issue to be solved in Wireless Sensor
Networks.

● A proper node deployment scheme can reduce the complexity of problems..



5. Design Constraints -

● The primary goal of wireless sensor design is to create smaller ,cheaper and
more efficient device

● A variety of additional challenges can affect the işor nodes and wireless sensor
networks.

● WSN have challenges on both and hardware design models with restricted
constraints.

6.  Security

● One of the challenges in WSNs is to provide high security requirements
constrained resources. Many wireless sensor networks collect sensitive
information.

● The security requirements in WSNs are comprised of node authentication and
data confidentiality.

● To identify both trustworthy and unreliable nodes from a security stand point, the
deployment sensors must pass a node authentication examination by their
corresponding manager nodes or cluster heads and unauthorized nodes can be
isolated from WSNs during the node authentication procedure.

.



4.5 Sensor Web

● The concept of the Sensor Web is a type of sensor network that is especially well
suited for environmental monitoring.

● Sensor Web is also associated with a sensing system which heavily utilizes the
World Wide Web. Figure 4.7 shows the architecture of Sensor Web.

● Sensor Web is the combination of Service Oriented Architecture (SOA), grid
computing and sensor networks.

● Various sensors and sensor nodes form a web view and are treated as available
services to all the users who access the Web.

● Sensor Web brings the heterogeneous sensors into an integrated and uniform
platform supporting dynamic discovery and access A sample scenario would be
the client (may be the researchers or other software, model and workflow
system), who wants to utilize the information collected by the deployed sensors
on the target application, such as weather forecast, tsunami or pollution
detection.



Sensor Web Enablement

● The Sensor Web Enablement (SWE) becomes the de facto standard regarding Sensor
Web development, understanding SWE is crucial for both researchers and developers.

● In general, SWE is the standard developed by Open Geospatial Consortium (OGC) that
encompasses specifications for interfaces, protocols and encodings that enable
discovering, accessing, obtaining sensor data as well as sensor-processing services.

● Figure 4.8 shows a typical collaboration within Sensor Web Enablement framework. The
following are the primary specifications for SWE. ,

1. Sensor Model Language (SensorML) – Information model and XML encodings
that describe either single sensor or sensor platform in regard to discover, query and
control sensors.
2. Observation and Measurement (O&M) – Information model and XML encoding for
observations and measurement.
3. Transducer Markup Language - TransducerML or TML is an OGC standard
developed to describe any transducer (sensor or transmitter) in terms of a common model,
including characterizing not only the data but XML formed metadata
describing the system producing that data.
4. Sensor Observation Service (SOS) - Open interface for a web service to obtain
observations and sensor and platform descriptions from one or more sensors.

5. Sensor Planning Service (SPS) - Service to help users build feasible sensor collection plans
and to schedule requests for sensors and sensor platforms.

6. Sensor Collection Service (SCS) – Service to fetch observations, which conforms to
the observations and Measurement information model, from a single sensor or a censor.

7. Web Notification Service (WNS) – Service to manage client sessions and notify the client
about the outcome of one's requested service using various communication protocols.



4.6 Cooperation Cooperative

● Communication is one of the promising techniques to enhance the
performance of wireless networks.

●
● Nodes in a WSN communicate with other nodes with the help of

intermediate nodes.
●
● These intermediate nodes act as relays.



● The extent of performance improvement needs to be carefully investigated,
especially for wireless sensor networks, due to the overhead and energy
costs involved with cooperation and the dependency on energy
consumption models.

●
● Wireless nodes are energy constrained. Nodes may or may not cooperate

in a communication in WSN.

● There are two extremities for cooperation.
● They are

a. Total Cooperation - If all relay requests from successor nodes are
accepted, it is known as total cooperation. In this case the nodes will
quickly exhaust limited  energy.

b. Total Non Cooperation - In total non cooperation, no relay requests
are accepted from the successor nodes. Here energy is conserved but the
network throughput will go down rapidly.

4.7 Behavior of Nodes in WSN

● The nodes in a WSN can be classified according to the behavior they
exhibit in a network.

● The classification of nodes in a WSN based on their behavior is shown in
below Figure.

● Nodes are broadly classified into normal nodes and misbehaving nodes.



● Misbehaving may be intentional or unintentional.
● Intentional behavior can be due to selfish nodes or malicious nodes.
● Unintentional behavior may be due to failed nodes or badly failed nodes

.
a. Normal nodes: These are nodes that work perfectly in ideal environment
conditions.

b. Failed nodes: These are nodes that are unable to perform an operation.
Failed nodes may arise due to power failures or adverse environmental
conditions.

c. Badly failed nodes: They are similar to failed nodes but with a difference.
They exhibit the features of failed nodes but they sometimes send false routing
messages which are a threat to the integrity of the network.

d. Selfish nodes: They are named selfish because of their unwillingness to
cooperate in a network transmission. These nodes utilize the network resources
for its own profit but it refuses to share their personal resources for other nodes.
Due to presence of selfish node in the network, the network is defective and the
data communication between nodes is disrupted. Packet dropping is the main
attack by selfish nodes.

e. Malicious nodes: These nodes aim to deliberately disrupt the correct
operation of the routing protocol, denying network service if possible. Since it
disrupts or undermines





.

4.8 Information Theoretic Self Management of WSN

● A WSN transmits the sensed information to the end users in the form of
data-packets.

● The number of packets is directly proportional to the transmission rate of the
nodes in the WSN. There is a distributed self-management scheme for WSNs,
named as Information Theoretic Self-Management (InTSM), for WSNs.

● The scheme helps the nodes in the network to adapt themselves with the
changes in their environment and to select an appropriate transmission rate
using an information theoretic metric.

● This dynamic selection of transmission rate conserves the energy of nodes while
maintaining the quality of data.

● The advantages of this In TSM are the reduction of consumption of transmission
energy of transmitters and receiving energy of relay nodes.



4.9 Social Sensing in WSN

● In a Wireless Sensor Network, an event of interest should be timely detected.

● The event should be monitored and disseminates  the event data to the sink.

● It depends on event location, event area and event duration.

● In WSN, the data delivery models, such as periodic, driven, have implications on
the overall network topology.

● A distributed event-aware topology management scheme for WSN named as
Event-Aware Topology Management (EATM periodically constructs the network
topology on the basis of the current event state a the state of the nodes of the
network.

● EATM partitions the network into clusters, and uses concepts intertwined with the
concepts of Facility Location Theory, in a distributed manner for reducing the
energy dissipation of the event monitoring nodes by reducing their average
transmission distance.

● EATM is able to conserve 15 % energy of event-monitoring nodes and enhances
the network lifetime by at least 5 % time.

● Wireless Sensor Networks are energy constrained. Ineffective sensing is defined
as event monitoring or sensing, even if there is no event to monitor or sense.

● We exploit the social sensing behavior of social networks for avoiding
non-effective sensing by managing the duty cycle of a node in a sensor network.

● The challenges include distinguishing rare events and regular events and
adapting the duty-cycle with the event occurrence probability.



4.10 Applications of WSN

● Wireless Sensor Networks find application in several domains like mines,
healthcare sector surveillance, agriculture etc.

● Wireless Sensor Networks can be used in a fire monitoring a alarm system
(FMA) for underground Bord and Pillar based coal mines.

● It is not only capal of providing real-time monitoring and alarm in case of a fire,
but also capable of providing exact fire location and spreading location by
continuously gathering, analyzing and stori real time information.

4.10.1 WSN in Healthcare

● A Wireless Body Area Network (WBAN) or a body sensor network (BSN), is a
wireless network of wearable computing devices.

● BAN devices may be embedded inside the body, Implants, surface-mounted on
the body in a fixed position.

● Wearable technology may accompanied devices which humans can carry in
different positions, in cloth's pockets,





4.10.2 WSN in Surveillance 
 

● Wireless Sensor Networks can be used in surveillance systems.  

● This is known as target tracking or object tracking. 

● It comprises of a WSN network containing cameras used in crowded places 

like railway stations, shopping malls, airports etc.  

● when a suspicious object  is detected by a sensor,it needs to track trajectory 

of object.   

● This tracking can be of two types.  

❖     First one is to keep on following the target as and when the target 

moves to know where it is moving using different sensors. This can 

be done in real time.  

❖    second one is to predict the trajectory of the target. There are three 

different problems of formulation in target tracking.  

 

 

They are  3 different problems of formulation in target tracking. 

     a) Push based Formulation  

     b) Pull based Formulation and  

     c) Guided Formulation.  

 

Push based formulation:  

 

●  In push based formulation , an object (let it be a human) is sensed by three 

sensors  

●  The arrows show the trajectory of the object.  

●  As the object moves, the nodes compute the position of target and 

periodically notify sink node.  

● Sink node is the node  that receives data from all other sources. 

 

 

 

 

 

 

 

Poll based formulation:  

 



 

● In the nodes register the presence of the target to permit a low cost query.  

● In other words node sends poll information periodically to other nodes to see 

whether an object is present  within its sensing range.  

● Data reports are sent towards the sink only when there is a query be to 

answered.  

● Tree structure is often used in this case.  
 

 

Guided Formulation: 

 

● In this some nodes called beacon nodes define a trajectory to the target.  

● The tracker follows this trail to intercept the target. 

● Face structure is often used in this case obiect is present  

 

 

 
 

 

 

 

4.10.3 WSN in Agriculture  

 



● Wireless Sensor Networks are used in agriculture for intrusion detection, 

monitoring soil parameters like moisture content, mineral content etc.  

 

● The information about the moisture content of the soil can be used for 

irrigation. 

 

● Likewise the information about the mineral content of the soil can be used 

for applying manures and fertilizers.  

 

● For intrusion detection, a set of sensory nodes are deployed over an 

agricultural field.  

 

● Each of the sensing units is enabled with two types of sensors.  

 

A. Passive Infrared Sensors (PIR) 

B. Ultrasonic Sensors. 

 

● When an intruder enters into the field, through the boundary or perimeter of 

the field, the PIR sensor detects the object.  

 

● The ultrasonic sensor senses the distance at which the object is located.  

 

● If an intrusion takes place, the farmer will be notified via cell phone or other 

means of communication.  

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.11 Wireless Multimedia Sensor Networks  

 



● Wireless Multimedia Sensor Networks (WMSNs) have emerged and shifted 

the focus fro the typical scalar wireless sensor networks to networks with 

multimedia devices that are capable to retrieve video, audio, images, as well 

as scalar sensor data.  

 

● WMSNs are able to deliver multimedia content due to the availability of 

inexpensive CMOS cameras and microphone coupled with the significant 

progress in distributed signal processing and multimedia soul coding 

techniques.  

 

● There are two types of sensor nodes.  

    

Camera sensor node:   

 

● These nodes capture multimedia content like audio and video data. 

  

● These nodes are expensive and resource hungry with directional 

sensing range. 

● The sensing changes with direction. 

 

        Scalar sensor node:   

 

● Nodes scalar data like temperature light vibration this is low cost compared 

to Camera sensor nodes  

● These nodes Omni directional sensing range where direction doesn't affect 

sensing. 

 

 

 

 

 

 

 

 

 

 

 



Short questions with answers 

 

 

Q1. Write down all the modes of detection in WSN. 

1. Single source single object detection. 

2. Single source multiple object detection. 

3. Multiple source single object detection. 

4. Multiple source Multiple object detection. 

Q2. What is the behaviour of node sensor? 

         

1. Normal  

2. Misbehaviour 

3. Unintentional 

4. Intentional 

5. Failed 

6. Badly Failed 

7. Malicious 

8. Selfish 

 

Long Questions 

 

Q1. Write down the applications of WSN. 

Q2. Write down the challenges in WSN. 



CHAPTER-05 M2M Communication  

5.1 M2M Communication  

● Machine-to-machine communication, or M2M, is the communication between two 

machir or exchanging data, without human interfacing or interaction.  

● This includes serial connection powerline connection (PLC), or wireless 

communications in the industrial Internet of Thing (IoT).  

● Switching over to wireless has made M2M communication much easier and 

enabled more applications to be connected.  

● In general, when someone says M2M communication. they often are referring to 

cellular communication for embedded devices.  

● Examples of M2M communication in this case would be vending machines 

sending out inventory information or ATM machines getting authorization to 

dispense cash. 

             

 
 

 

 

 

 



 

The above figure shows a typical example for M2M communication.  

➢ In the above example, when an accident occurs, from the emergency sensors in 

the car, information is sent to remote servers.  

➢ The server alerts the hospital, emergency services, paramedics and the doctors. 

Ambulance and paramedics will be dispatched to the location where the accident 

took place.  

➢ Patient's vital information will be transmitted from the ambulance to the doctors 

automatically. This may help the doctors to get ready while the ambulance 

reaches the hospital. 

➢ This is a typical example of M2M communication where there is no intervention 

of human  beings. 

 

5.2 M2M Ecosystem  

➢ M2M ecosystem comprises device providers, Internet service providers (ISPs), 

platform providers, service providers and service users.  

➢ Here we have an M2M network which consists of various devices.  

➢ The device provider is the one who owns the devices. 

➢  The data from the M2M area network will be sent via a gateway the Internet 

which is managed by Internet Service Provider (ISP). The RESTful architecture 

acts as the interface between device providers and ISP. RESTful architecture is 

used in low resource environments.  

➢ From the ISP the data reaches the platform provider.  

➢ The platform provider takes care of device management, user management, data 

analytics and user access. 

➢ The data is then through a RESTful architecture which takes care of the business 

model to the service providers and users.  

 



 

5.3 M2M Service Platform 

●  In an M2M service platform, there are several functionalities for devices, users, 

applications and access.  

● The data from these devices, users, applications and access passes through an 

access network like ZigBee, Wi-Fi etc. and are sent to the M2M area network 

● . Similarly the data from several M2M networks passes through the access 

network to the core network which supports all the platforms like devices, users, 

applications and access. Figure depicts an M2M service platform. We will see 

each component in detail.  

 
M2M Device Platform  

This platform enables access to objects or devices connected to the Internet anywhere 

and at any time. Registered devices create a database of objects from which managers, 

users and services can easily access information. This platform manages device 



profiles such as location of the devices, device type, address and description. M2M 

device platform provides authentication and authorization key management 

functionalities. It also monitors the status of devices and M2M area networks and 

controls them based on their status.  

 

M2M User Platform  

This platform manages M2M service user profiles and provides functionalities such as 

user registration, modification, charging and inquiry. M2M user platform interoperates 

with the M2M device platform and manages user access restrictions to devices, object 

networks or services. Service providers and device managers have administrative 

privileges on their devices or networks. Administrators can manage the devices through 

device monitoring and control.  

 

M2M Application Platform  

M2M application platform provides integrated services based on data sets collected by 

devices. Heterogeneous data merged from various devices are used for creating new 

devices. This platform collects control processing log data for the management of the 

devices by working with the device platform. This platform provides connection 

management with the appropriate network for seamless service.  

 

M2M Access Platform  

This platform provides an app or Web access environment to users. Apps and links 

redirect to service providers. 

 

5.4 Interoperability  

● There are several challenges in IoT at present. Large scale cooperation and 

coordination of millions of nodes, heterogeneous IoT devices and their subnets, different 

configuration modes . 

● IoT devices which come from unknown owners and different processing logics applied to 

me loT networked devices or applications are to name a few. 

● Interoperability is the characteristic of a product or system, whose interfaces are 

completely understood to work with other products or systems, present or future, in 

either implementation or access, without any restrictions.  

● Interoperability is the meaningful communication or exchange of data or services.  

 Need for Interoperability  

a. Interoperability is required to fulfil the following IoT objectives.  

➢  Physical objects can interact with any other physical objects and can share their  

information.  

➢  Any device can communicate with any other devices anytime from anywhere.  



➢  Machine-to-Machine communication (M2M), Device-to-Device Communication 

(D2D) and Device-to-Machine Communication.  

➢ Seamless device integration with IoT network.  

b. Heterogeneity  

➢  Different wireless communication protocols such as ZigBee (IEEE 802.15.4), 

Bluetooth (IEEE 802.15.1), GPRS, 6LOWPAN and Wi-Fi (802.11)  

➢  Different wired communication protocols like Ethernet (IEEE 802.3) and higher 

layer LAN protocols (IEEE 802.1)  

➢  Different programming languages used in computing systems and Websites 

such as JavaScript, Java, C, C++, Visual Basic, PHP and Python.  

➢  Different hardware platforms such as crossbow, NI etc.  

 

 

➢ Different operating systems. (For example the sensor nodes contain operating 

systems like TinyOS, SoS, MentisOS, RETOS and mostly vendor specific 

operating systems while personal computers contain operating systems like 

Windows, Mac, Unix, Ubuntu etc.)  

 

 

Short Questions with answers 

Q1. Define M2M communication. 

● Machine-to-machine communication, or M2M, is the communication between two 

machir or exchanging data, without human interfacing or interaction.  

● This includes serial connection powerline connection (PLC), or wireless 

communications in the industrial Internet of Thing (IoT).  

Q2.  Explain M2M ecosystem. 

➢ M2M ecosystem comprises device providers, Internet service providers (ISPs), 

platform providers, service providers and service users.  

➢ The data from the M2M area network will be sent via a gateway the Internet 

which is managed by Internet Service Provider (ISP). The RESTful architecture 

acts as the interface between device providers and ISP. RESTful architecture is 

used in low resource environments. 

 

Long Questions 

Q1. Describe M2M communication. 

Q2. Explain interoperability. What is the need of interoperability. 

 



CHAPTER-06                                                

PROGRAMMING WITH ARDUINO 

6.1 Features of Arduino  

1. Arduino boards are able to read analog or digital input signals from different sensors  

and turn it into an output such as activating a motor, turning LED on/off, connect to  

the cloud and many other actions.  

2. We can control our board functions by sending a set of instructions to the  

microcontroller on the board via Arduino IDE (referred to as uploading software).  

3. Unlike most previous programmable circuit boards, Arduino does not need an extra  

piece of hardware (called a programmer) in order to load a new code onto the board.  

We can simply use a USB cable.  

4. Arduino IDE uses a simplified version of C++, making it easier to learn to program.  

5. Arduino provides a standard form factor that breaks the functions of the micro  

controller into a more accessible package.  

6.2 COMPONENTS OF ARDUINO BOARD 
● Here the Arduino UNO board is used because it is the most popular board in the Arduino 

board family.  

● In addition, it is the best board to get started with electronics and coding. Figure below 

shows an Arduino UNO board. Some boards look a bit different from the one given 

below, but most Arduinos have the majority of these components in common.  

 
Arduino UNO Board 

 



.  

 

1. Power USB: Arduino board can be powered by using the USB cable 

from the  

computer. For this we need to connect the USB cable to the USB 

connection.  

 

2. Power (Barrel Jack): Arduino boards can be powered directly from the 

AC mains  

power supply by connecting it to the Barrel Jack.  

 

3. Voltage Regulator: The function of the voltage regulator is to control the 

voltage  

given to the Arduino board and stabilize the DC voltages used by the 

processor and  

other elements.  

 

4. Crystal Oscillator: The crystal oscillator helps Arduino in dealing with 

time issues.  

The number printed on top of the Arduino crystal is 16.000H9H. It tells us 

that the  

frequency is 16,000,000 Hertz or 16 MHz.  

 

5. Arduino Reset: We can reset the UNO board in two ways. First, by using 

the r  

button (17) on the board. Second, we can connect an external reset button 

to  

Arduino pin labelled RESET (5).  

 

6. Pin (3.3): Supply 3.3 output volt  

 

7 Pin 5V: Supply 5 output volt  

 

8.GND (Ground): There are several GND pins on the Arduino, any of which can be  

used to ground our circuit.  



 

9. Vin (9): This pin also can be used to power the Arduino board from an external  

power source, like AC mains power supply.  

 

10. Analog Pins: The Arduino UNO board has five analog input pins A0 through  

A5. These pins can read the signal from an analog sensor like the humidity sensor 

or temperature sensor and convert it into a digital value that can be read by the  

microprocessor.  

 

11. Main Microcontroller: Each Arduino board has its own microcontroller. We 

can consider it as the brain of our board. The main IC (integrated circuit) on the 

Arduino is slightly different from board to board. The microcontrollers are usually 

of the ATMEL Company. We must know what IC our board has before loading up a 

new program from the Arduino IDE. This information is available on the top of the 

IC. For more details about the IC construction and functions, we can refer to the 

data sheet.  

 

12. ICSP Pin: ICSP is an AVR, a tiny programming header for the Arduino consisting  

of MOSI, MISO, SCK, RESET, VCC, and GND. It is often referred to as an SPI (Serial 

Peripheral Interface), which could be considered as an “expansion” of the  

output. We are making the output device a slave to the master of the SPI bus.  

 

13. Power LED indicator: This LED should light up when you plug your Arduino into  

a power source to indicate that our board is powered up correctly. If this light 

does not turn on, then there is something wrong with the connection.  

 

14. TX and RX LEDs: On the board, there will be two labels: TX (transmit) and RX  

(receive). They appear in two places on the Arduino UNO board. First at the digital 

pins () and 1. This indicates that the pins are responsible for serial 

communication. Second, the TX and RX led. The TX led flashes with different 

speed while sending the serial data. The speed of flashing depends on the baud 

rate used by the board. RX flashes during the receiving process.  

 



15. Digital I/O:The Arduino UNO board has 14 digital I/O pins (15) (of which 6 

provide  

PWM (Pulse Width Modulation) output. These pins can be configured to work as 

input digital pins to read logic values (0 or 1) or as digital output pins to drive 

different  

modules like LEDs, relays, etc. The pins labeled “_” can be used to generate PWM.  

 

16. AREF: AREF stands for Analog Reference. It is sometimes, used to set an 

external reference voltage (between 0 and 5 Volts) as the upper limit for the 

analog input pins.  

 

 

6.3 Arduino IDE  

 

Arduino IDE is open source software that is used to program the Arduino controller board. 

based on variations of C and C++programming language. It can be downloaded from 

Arduino's official Website and installed into PC. Following steps are required on the 

Arduino board.  

 

1. Power the board by connecting it to a PC via USB cable: The power source is selected 

with a jumper, a small piece of plastic that fits onto two of the three pins USB and power 

jacks. Check that it is on the two pins closest to the USA green power LED (labelled PWR) 

should glow.  

 

2. Launch the Arduino IDE: After the Arduino IDE software is downloaded unzip the  

folder. Inside the folder, we can find the application icon with an infinity level 

(application.exe). Double-click the icon to start the IDE. 

  

3. Open the first project: Once the software starts, we have two options – Create a new 

project or open an existing project example. To create a new project, select File To open 

an existing project example, select File – Example.  

 

4. Select the Arduino board - To avoid any error while uploading our program to the 

board ,we must select the correct Arduino board name, which matches with the board 

connected to your computer. Go to Tools → Board and select your board. Here, we will 



be selecting an Arduino Uno board, but we must select the name matching the board 

that we are using. 

 

 

 

5. Select the serial port - Select the serial device of the Arduino board. Go to Tools -5 Port 

menu. This is likely to be COM3 or higher (COM1 and COM2 are usually reserva for 

hardware serial ports). To find out, we can disconnect our Arduino board and re-one the 

menu, the entry that disappears should be of the Arduino board. Reconnect the board and 

select that serial port.  

 

6. Upload the program to our board - Before explaining how we can upload our program to board, 

we must demonstrate the function of each symbol appearing in the Arduino IDE toolbar. Figure  

explains various symbols on the Arduino IDE toolbar. 

 

(Symbols on Arduino IDE toolbar) 

Program coded in arduino IDE is called a sketch. following are the explanation of various symbols used in 

the above diagram 

 

 Verify- Used to check if there is any compilation error. 

 

 Upload-  used to upload a program to the arduino board. 

 

New -  shortcut used to create a new sketch. 

 

Open-used to directly open one of the example sketch.  

 

Save - used to save our sketch.  

 

Serial Monitor-  Serial monitor used to receive serial data from the board and send the serial 

data to the board. 

 



  

 

 

 

Now, simply click the “Upload" button in the environment. Wait a few seconds. We -11 see the 

RX and TX LEDs on the board, flashing. If the upload is successful, the message Done 

uploading” will appear in the status bar. Following are the explanations of the various menus in 

Arduino IDE.  

● . To create a new sketch, select File → New. Creates a new blank sketch with basic  

              structure.  

● To open an existing sketch, select File → Open. Opens an existing sketch. There are  

            some basic ready-to-use sketches available in the EXAMPLES section.  

● Verify: Checks the code for compilation errors. Upload: Uploads the final code to the 

controller board.  

● Save: Saves the current sketch.  

●  Serial Monitor: Opens the serial console. All the data printed to the console are 

displayed here.  

6.8 Case Study  

In this section, we will discuss some practical applications where an Arduino board is 

used. One of the case studies are explained – traffic control system.  

 Traffic Control System  

Requirement  

Arduino board, 3 different color LEDs, 330 ohm resistors and jumper wires.  

Connection  

• Connect the positive terminals of the LEDs to the respective digital Output pins 

in  

the board assigned in the code.  

• Connect the negative terminals of the LED to the ground.  

Sketch 1/ LED pins int r=2;  

int g=3;  

int y=4;  

void setup()  

{ Serial.begin(9600);  

pinMode (r,OUTPUT);  

pinMode (g,OUTPUT);  

pinMode (Y,OUTPUT);  



digitalWrite (r, LOW);  

digitalWrite (g,LOW);  

digitalWrite(y, LOW);  

} 

void traffic ().  

{ 

digitalWrite(g, HIGH);  

Serial.println("Green LED:ON, GO");  

//delay of 5 seconds  

delay(5000);  

digitalWrite (g, LOW);  

digitalWrite (Y, HIGH);  

Serial.println("Green LED:OFF, delay(5000);  

digitalWrite(y, LOW);  

digitalWrite(r, HIGH);  

 

println("Green LED:OFF, Yellow LED:ON, WAIT)  

.  

Serial.println("Yellow LED:OFF, Red LED ON, STOP");  

delay(5000);  

digitalWrite(r,Low);  

Serial.println(“ALL OFF”); 



} 

void loop()  

{ 

traffic ();  

delay(10000); 

}  

Explanation  

Initially all the LEDs are turned off. The LEDs are turned on one at a time with a 

delay seconds. The message is displayed accordingly to the serial port using the 

function serial.println(). 

 

 

 

Short Questions with answers 

Q1. Define Arduino . 

1. Arduino boards are able to read analog or digital input signals from different sensors  

and turn it into an output such as activating a motor, turning LED on/off, connect to  

the cloud and many other actions.  

2. We can control our board functions by sending a set of instructions to the  

microcontroller on the board via Arduino IDE (referred to as uploading software).  

Long Questions 

Q1. Explain the practical applications arduino in traffic control system. 



CHAPTER 7. Programming with Raspberry Pi  

Architecture 

Raspberry Pi is a low cost single-board computer which is easy to access.  

 

(Basic Architecture of Raspberry pi) 

 

● The basic setup for Raspberry Pi includes HDMI cable, monitor, keyboard, 

mouse, 5volt power adapter for Raspberry Pi, LAN cable. 2 GB micro SD card 

(minimum). 

● The basic setup for Raspberry Pi includes HDMI cable, monitor, keyboard, 

mouse, 5volt power adapter for Raspberry Pi, LAN cable. 2 GB micro SD card 

(minimum).  

● Official operating systems supported are Raspbian and NOOBS.  

● Other third party systems like Ubuntu mate, Snappy Ubuntu Core, Windows 10 

Core, Pinet and Ris also supported by Raspberry Pi.  

 

For downloading Raspbian, following steps are required.  

 

1. Download latest Raspbian image from Raspberry Pi official Website httne o 

raspberrypi.org/downloads  

2. Unzip the file and end up with a .img file. 

3. Next step is to write Raspbian OS in SD card. For that install “Win32 Disk Imamo  

software on Windows machines.  

4. Run Win32 Disk Imager.  

5. Plug the SD Card into our PC.  



6. Select the "Device".  

7. Browse the “Image File” (Raspbian Image).  

 

7.3 PIN Configuration  
● GPIO pins in Raspberry Pi are general purpose I/O pins .These Pins  are to 

communicate with other circuitry such as extension boards, custom circuits and much 

more.  

 

● For getting an output we can turn a GPIO pin HIGH or LOW. Similarly for an input, it can 

detect a GPIO pin HIGH or LOW. Figure shows the pin configuration of Raspberry.

 

● These pins are a physical interface between the Pi and the outside world. At the 

simplest level, you can think of them as switches that you can turn on or off 

(input) or that the Pi can turn on or off (output). Seventeen of the 26 pins are 

GPIO pins. Others are power or ground pins. Each pin can turn on or off, or go 

HIGH or LOW in computing terms. When the pin is HIGH it outputs 3.3 volts 

(3v3) and when the pin is LOW, it is off.  

● We can program the pins to interact in amazing ways with the real world. Inputs 

don't have to come from a physical switch.  

● It could be input from a sensor or a signal from another computer or device.  

● The output can also do anything, from turning on an LED to sending a signal or 

data to another device.  

● If the Raspberry Pi is on a network, we can control devices that are attached to it 

from anywhere and those devices can send data back.  

● Connectivity and control of physical devices over the Internet is a powerful and 

exciting thing and the Raspberry Pi is ideal for this.  

 

8.4 Case Studies  

In this section, we will discuss example projects using Raspberry Pi. The  blinking of an LED.  

 



 

Program  

import RPi.GPIO as GPIO# GPIO Library  

import time 

# Set the board for pin numbering  

 

GPIO.setmode (GPIO.BOARD)  

 # Set GPIO pin as output pin  

 

GPIO.setup (11, GPIO.OUT) 

 for i in range (0,5):  

GPIO.output (11,True) #Turn on GPIO pin 11 

time.sleep (1) 

GPIO.output (11, False) 

time.sleep (2)  

GPIO.output (11, True)  

GPIO.cleanup ()  

·  

The LED blinks in a loop with delay of 1 and 2 seconds for 5 times.  
 

7.3 Implementation of loT with Raspberry Pi  
 

● In this section, we will see the implementation of Raspberry Pi with Internet of Things.  

● For this we need to integrate sensors and actuators interfaced with Raspberry Pi. The 

data will be from the sensor.  

● The actuator will be controlled according to the reading from the or. We will see an 

example of a Temperature Dependent Auto Cooling System.  

 

Temperature Dependent Auto Cooling System  

In this experiment a DHT sensor senses the temperature and when the temperature 

goes above 30°C, a fan needs to be automatically turned on.  

Requirements  

• DHT sensor  

4.7 K ohm resistor  

• Relay  

• Jumper Wires  

Raspberry Pi  

Mini fan  



DHT Sensor  

We have already seen the Digital Humidity and Temperature (DHT) sensor in the previon. 

chapter. There are four pins PIN 1, 2, 3, 4 (left to right).  

PIN 1 - 3.3 v to 5v power supply  

PIN 2 - data  

PIN 3 - null  

PIN 4 - Ground  

Relay  

This is a mechanical or electromechanical switch. There are 3 output terminals from left to right. 

No - Normal Open Common NC - Normal Close  

Connection  

1. Sensor Interface with Raspberry Pi  
• Connect pin 1 of DHT sensor to the 3.3v pin of Raspberry Pi.  

• Connect pin 2 of DHT sensor to any input pins of Raspberry Pi. Here we have  

used pin 11.  

• Connect pin 4 of DHT sensor to the GND (ground) pin of Raspberry Pi.  

2. Relay Interface with Raspberry Pi 
 

• Connect the Vcc pin of relay to the 5v supply pin of Raspberry Pi.  

• Connect the GND (ground) pin of relay to the GND (ground) pin of Raspberry Pi.  

.Connect the input or signal pin of relay to the assigned output pin of Raspberry  

Pi. Here we have used pin 7.  

 

3. Fan interface with Raspberry Pi  
• Connect the Li-Po battery in series with the fan.  

• NO terminal of the relay is connected to the positive terminal of the fan.  

• Common terminal of the relay is connected to positive terminal of the battery.  

• Negative terminal of the battery is connected to the negative terminal of the fan. Adafruit 

provides a library to work with the DHT22 sensor. Install the library in our Raspberry Pi. Get the 

clone from GIT as follows.  

 

git clone  https://github.com/adafruit/Adafruit Python DHT in the folder Adafruit_Python DHT 

 

Go to folder Adafruit_Python_DHT  

cd Adafrui_Python_DHT  

Install the library  

sudo python setup.py install  

 

Following is the Python code for interfacing DHT22, Relay and Fan with Raspberry Pi.  

 

 

 



Program  

- Rpi.GPIO as GPIO # GPIO Library  

from time import sleep  

imort Adafruit DHT # importing the Adafruit Library  

# Set the board for pin numbering  

GPIO.setmode (GPIO.BOARD).  

GPIO.setwarnings (False)  

#Create an instance of the sensor type  

sensor=Adafruit_DHT. AM2302  

print ("Getting data from the sensor")  

#humidity and temperature are 2 variables that store  

#the values received from the sensor  

humidity, temperature=Adafruit DHT. read retry (sensor,17).  

print ("Temp={0:0.1f}*c humidity={1:0.18%”.format (temperature, humidity)).  

# Set GPIO pin as output pin  

 GPIO.setup (13, GPIO.OUT)  

if temperature>30:  

GPIO.output (13,0) #Relay is active low  

print ("Relay is on")  

sleep(5) 

GPIO.output(13,1) #delay is turned   off after delay of 5 seconds.  

 

 

The result is the fan is switched on whenever the temperature is above the threshold value set 

in the code. Here we have set the threshold value as 30.  

 

 

 

 

Short Questions with answer 

Q1. What is a rasberry pi? 

1. Raspberry Pi is a low cost single-board computer which is easy to 

access.  

2. The basic setup for Raspberry Pi includes HDMI cable, monitor, keyboard, 

mouse, 5volt power adapter for Raspberry Pi, LAN cable. 2 GB micro SD card. 
Long Questions 

Q1. Explain with example the implementation of IOT with Rasberry pi. 



CHAPTER 8
Software defined Networking

8.1 Limitations of Current Network

Consider the scenario of current day networks. For this we are taking the example of a
wired with L3 switches. Figure 9.1 shows the network topology of current network.

❖ The data needs to be send from user 1 to user 2 and vice versa as shown in
Figure 9.1. The data can be sent through several routes.

❖ The packet traverses through multiple L3 switches before it reaches its
destination.

❖ The protocol used for switching is the First (OSPF) protocol.
❖ Open Shortest Path First (OSPF) is a routing Protocol (IP) networks.
❖ Each router knows to which router the packet on the routing table it has.
❖ Each router doesn't have a global view of the network as a whole
❖ Consider the situation where one of the routers or switches has been Figure 9.2.



❖ The attacked switch will be down for one reason or another .

There are several limitations in current network which is given below.

● Centralized control of the network is not feasible in traditional network.
● Vendor-specific architecture of switches limits dynamic configuration according to

application-specific requirements.
● Each switch may have different operating system switches are required to

configure according to the installed operating system



8.2 Origin of SDN

The concept of SDN is to separate the hardware from the operating system and
applications program.

❖ The history of SDN principles can be traced back to the separation of the control
and data plane first used in the public switched telephone network as a way to
simplify provisioning and management well before this architecture began to be
used in data networks.

❖ The Internet Engineering Task Force (IETF) began considering various ways to decouple the
control and forwarding functions in a proposed interface standard published in 2004
appropriately named "Forwarding and Control Element Separation” (ForCES).

❖ The ForCES Working Group also proposed a companion SoftRouter Architecture.



8.3 SDN Architecture

❖ Software Defined networking (SDN) is an approach to using open protocols, such
to apply globally aware software control at the edges of the network to access
network and routers that typically would use closed and proprietary firmware.

❖ SDN is meant to address the fact that the static architecture of traditional
networks is decentralized and complex while current networks require more
flexibility and easy troubleshooting..

❖ SDN suggest centralizing network intelligence in one network component by
disassociating the forwarding network packets (Data Plane) from the routing
process (Control plane).

❖ The control plane consists of one or more controllers which are considered as
the brain of SDN network where the whole intelligence is incorporated.



❖ The current status of SDN shows that companies such as Google have
started to implement SDN at their data centre networks.

❖ The current network could be replaced with SDN in a phased manner .

❖ with SDN operational cost and delay caused due to link failure can be
significantly minimised .

❖

❖ main challenges in the implementation of SDN are
➔ rule placement
➔ controller placement

8.4 Rule Placement, Open flow Protocol

Rule Placement

❖ Switches forward traffic based on a rule called “Flow Rule”.

❖ This is defined by the centralized controller.

❖ In the traditional network, there will be a routing table at every switch or router.

❖ Here in SDN, a Flow Table is maintained at every switch. Each entry in the Flow

Table is the Flow Rule. Each Rule has a specific format, which is defined by a

protocol.

Open Flow Protocol

❖ Openflow protocol is the only one protocol that is available for replacement has

different versions like 1.0 ,1.1 ,1.2,1.3 etc to have different number of match

fields

❖ Different match fields include source IP, destination IP, priority etc.

❖ One of the issue with openflow protocol is how long a flow rule is to be kept at

the switch

❖ for addressing this issue two strategies are used

1. first one is the hard time out

2. other one is the soft Timeout



❖ in hard time out ,all the flow rules are deleted from the switch .This can be reset

the switch.

❖ In soft timeout , if no flow is received associated with rule then the rule is

deleted.

8.5 Controller placement
❖ Controller define floor rules according to the application-specific requirement

❖ control logic is taken care by control plane

❖ the controller knows what has to be done with a particular flow

❖ the controllers must be able to handle all incoming request rom switches.

❖ rules should be placed without incurring much delay

❖ typically a controller can handle 200 request in a second through a single thread

currently multi-threaded applications are possible

❖ The controllers are logically connected to the switches in one hope distance

❖ The switches think that controller is just a hop away from it

❖ Physically they are  connected to the switches in a multi hop distance.





8.6 Security in SDN
❖ They are is enhanced security while using SDN

❖ The security is implemented using firewall,proxy, HTTP and intrusion Detection

System.



1. When an HTTP request comes,, it is first forwarded to Firewall 1 (FW1).

2.    From the Firewall 1, it is sent to Intrusion Detection System 1 (IDS1)

3. From IDS1 it is sent  to proxy1

4. finally it is sent from proxy1 to the outside network

8.7 Integrating SDN in IoT

There are several benefits of integrating SDN with IoT.

1. With SDN, intelligent routing decisions can be deployed.

2. Simplification of information collection, analysis and decision making

3. Visibility of network resources which includes network management based on user,

device and application specific requirements.

4. Intelligent traffic pattern analysis and coordinated decisions.

Consider the use of SDN for IoT as shown in Figure 9.12. In this theme IoT devices in

different sub-networks.



❖ The data from these devices through channels or fixed access channels are

collected and transmitted to the data Zoom data aggregation from various IoT

devices takes place at the data aggregator anda passes through a transport

network.

❖ From there it goes to different gateways and the man segregation is done at the

packet gateways.

❖ When we integrate SDN with IoT, we are going to integrate SDN controller with

various devices, performs better orchestration of young devices and protocols

that are running. Overall it will improve the service logic.

Short  Questions

Q1.What is integrating SDN in IOT?

There are several benefits of integrating SDN with IoT.

1. With SDN, intelligent routing decisions can be deployed.

2. Simplification of information collection, analysis and decision making

3. Visibility of network resources which includes network management based on

user,    device and application specific requirements.

4. Intelligent traffic pattern analysis and coordinated decisions.

Q2. What is SDN?

Software Defined networking (SDN) is an approach to using open protocols, such

to apply globally aware software control at the edges of the network to access

network and routers that typically would use closed and proprietary firmware.

Long Questions

Q1. How SDN  is implemented briefly explain?

Q2. How security is maintained in SDN?



. .



CHAPTER 9
Smart Home

9.1 Origin and example of Smart Home Technologies

❖ With the 1975 release of X10, à communication protocol for home automation,
the smart home, came to life .

❖ X10 sends 120 kHz radio frequency (RF) bursts of digital information existing
electric wiring to programmable outlets or switches.

❖ These signals convey commands to corresponding devices, controlling how and
when the devices operate.

❖ A transmitter could, for example, send a signal along the house's electric wiring,
telling a device to  turn on at a specific time.

❖ When home automation company Insteon came on the scene in 2005, it
introduced technology that combined electric wiring with wireless signals.

❖ Other protocols, including ZigBee and Z-Wave, have since emerged to counter
the problems prone to X10, though X10 remains a widely installed
communications protocol to this day.

❖ Nest Labs was founded in 2010 and released its first smart product, the Nest
Learning Thermostat,The company also created smart smoke/carbon monoxide
detectors And security camera

❖ after being acquired by Google in 2015 it became a Sabsidiary of alphabet in
the same year

❖ More recently companies Including Amazon Apple Google have released their
own Smart home products and smart home platforms including Amazon echo
Apple homekit and Google home .

❖ Smart TVs connect to the Internet to access content through applications, such
as on demand video and music. Some smart TVs also include voice or gesture
recognition In addition to being able to be controlled remotely and customized



smart lighting systems, such as Hue from Philips Lighting Holding B.V., can
detect when occupant are in the room and adjust lighting as needed. Smart
lightbulbs can also regulate themselves based on daylight availability.

❖ Smart thermostats, such as Nest from Nest Labs Inc., come with integrated Wi Fi,
allowing users to schedule, monitor and remotely control home temperatures. These
devices also learn homeowners' behaviorAnd automatically modify settings to provide
resident with maximum comfort and efficiency.

❖ Pet care can be automated with connected feeders. Houseplants and laws can be
watered by way of connected timers.Kitchen appliances of all sorts are available,
including smart coffee makers that com brew you a fresh cup as soon as your alarm
goes off.

❖ smart refrigerator that keep track of expiration dates make shopping list or even create
recipes based on  ingredients currently on hand.

❖ household system monitor may for example change the electric charge and turn off
appliances or sales water failover or freezing pipe or turn off the water so there is not
flood in our basement

9.2 Smart Home Implementation

❖ ZigBee and Z-Wave are two of the most common home automation
communication protocols in use today.

❖ In both mesh network technologies, they use short range ,low-power radio
signals to connect to connect smart home systems.

❖ Though both target the same applications, Z-Wave has a range of 30 meters to
ZigBee's 10 meters, with ZigBee often perceived as the more complex of the two,
ZigBee chips are available from multiple companies where Z-Wave chips are
only available from Sigma Designs.

❖ All devices in a smart home are controlled by a master home automation
controller, often called smart home hub. The smart home hub is a hardware



device that acts as the central point of smart home system and is able to sense,
process data and communicate wirelessly.

❖ It combines all of the separate apps into a single smart home app that can be
controlled remotely by homeowners. Examples of smart home hubs include
Amazon Echo, Google Home, Insteon Hub Pro, Samsung Smart Things and
Wink Hub etc.

❖ Machine learning and Artificial Intelligence (AI) are becoming increasingly
popular in smart home systems, allowing home automation applications to adapt
to their environments. For example, voice-activated systems, such as Amazon
Echo or Google Home, contain virtual assistants that learn and personalize the
smart home to the resident's preferences and patterns.

9.3 Home Area Networks(HAN)

❖ For implementing smart homes, we need to have an idea about Home Area Networks
(HAN).

❖ A home area network (HAN) is a network that is deployed and operated within a small
boundary. typically a house or small office/home office (SOHO).

❖ It enables the communication and Sharing of resources like the Internet between
computers, mobile and other devices over a network connection.

❖ As a type of IP-based Local Area Network (LAN), a HAN may be wired Wireless. In a
typical implementation, a HAN consists of a broadband Internet connection thats shared
between multiple users through a vendor/third party wired or wireless modem.

❖ User host devices may be standard computers, laptops, mobiles and tablets. The modem
generally has network switch capabilities that provide wired LAN ports or wireless
connectivity to  host users.

❖ A HAN also may include other devices, such as a fax, printer, scanner or small network
attached storage that is shared by all host devices.



9.4 Smart Home benefits and issues

Benefits

❖ One most important benefits of home automation is providing peace of mind to
homeowners, allowing them to monitor their homes remotely, countering dangers
such as a  Forgotten coffee maker left on or a front door left unlocked.

❖ Smart homes are also beneficial for the elderly providing monitoring that can help
seniors to remain at home comfortably and safely rather than moving to a
Nursing Home or requiring 24 /7 Home care.

❖ Smart home can accommodate user preferences for example as soon as we
arrived home our garage door will open the light will go on the fireplace will roar
and our favourite tune will start playing on our smart speakers.

Issues

❖ A drawback of smart homes is their perceived complexity.Some people have
difficulty with technology or will give up on it with the first Annoyance

❖ another major issue is smart home security.

Short Questios

Q1.What are the issues of smart home?

● A drawback of smart homes is their perceived complexity.Some people have
difficulty with technology or will give up on it with the first Annoyance

● another major issue is smart home security.



Q2.What is home area network?

● A home area network (HAN) is a network that is deployed and operated within a
small boundary. typically a house or small office/home office (SOHO).

● It enables the communication and Sharing of resources like the Internet between
computers, mobile and other devices over a network connection.

Long Questions

Q1. What are the benefits of Smart Home ?

Q2. How smart  home is implemented?



CHAPTER 10
Smart cities

10.1 characteristics of smart City

❖ make more efficient use of physical infrastructure through artificial intelligence
and data analytics to support a strong and healthy economic social cultural
development

❖ Engage effectively with local people in local governance and decision by use of
open innovation process and participation in proving the collective intelligence of
cities institutions through e governance with emphasis placed on citizen
participation and co design.

❖ Learn adopt and innovate and thereby respond more effectively and promptly to
changing circumstances by improving the intelligence of the city. The intelligence
of cities" resides in the increasingly effective combination of digital
telecommunication networks,embedded intelligence ,sensors and attacks and
software".

❖ These forms of intelligence in smart cities have been demonstrated in three
ways.

1. Orchestration intelligence
2. empowerment intelligence
3. instrumentation intelligence



10.2 smart City frameworks

1. Technology framework

technological smart city is not just one concept but they are are different combinations
of technological infrastructure that build a concept of smart City

2. Human framework

human infrastructure like creative occupations and workforce knowledge networks and
voluntary organisations is a crucial access for the City development.

3. Institutional framework

members of these frameworks are people that share their interest and work in a
partnership with government and other institutional organisations to push the use of it to
improve the quality of Daliy life as a consequence of different for worsening in daily
actions .

4. Energy framework

smart cities use data and technology to create efficiencies in proof sustainability create
economic development and enhance quality of life factors for people living the working
in the city it means that the city has smarter energy infrastructure.

5. Data management framework

Smart City employs a combination of data collection processing and dissemination
technologies in conjunction with networking and computing technologies.data security
and privacy measures encouraging application innovation to promote the overall quality
of life for its citizens.



10.3 challenges in smart cities

There are several challenges that exist in the implementation of smart cities

1. Security and privacy

preserving privacy of citizens and the end users is a big concern since most of the
frameworks require collecting data from the citizens .The data collected can be exposed
to attacks on abilities and multi tenancy which include the risk of data leakage.

2. Heterogeneity

It it involves the integration of wearing hardware platforms and specifications. Various
radio specifications and software platforms need to be integrated.accommodating
wearing user requirements is and other challenging task in smart City

3. Reliability

There there can be unreliable communication in smart cities due to vehicle mobility.
There can be delay in receiving data due to mobility of deployed nodes. Distribution of
devices can affect monitoring task also.

4. Legal and social aspects

the legal aspects of smart cities include services based on user provided information
which is subject to local or international law. Social issue is that individual and informed
consent is required for using humans as a data sources.

5. Big data

challenges related to big data includes storage management fusion consistency and 3
V's( velocity ,volume and variety). In smart City context this becomes more significant.
Transfer storage and maintenance of huge volumes of data are expensive. Data
cleaning and purification of data is time consuming. Analytics on digantika data volume
is process intensive.on device and embedded intelligence to support lightweight artificial
intelligence on iot and resource constrained devices that build the smart City infrastructure is yet
another challenge.



6. Sensor networks

Choice of appropriate sensors for individual sensing task and energy planning is crucial.
Device placement and network architecture is important for reliable end to end iot
implementation.communication medium and means play an naimportant role in
seamless function of iot in smart cities.

10.4 data fusion

❖ Data fusion is defined as such the theory techniques and tools which are used for
combining sensor data or data derived from insuring that are into a common
representation and format.

❖ a timely fusion and analysis of big data acquired from iot and other sources to
enable highly efficient reliable and accurate decision making and management of
ubiquitous environments would be a grand future challenge.

❖ in a multi sensor data fusion it combines information from multiple sensors
sources.multi sensor data fusion enhances the ability of decision-making
systems to include a multitude of variables prior to arriving at a decision.

❖ Multi sensor data fusion helps for the Optimal amalgamation of data .it also
enables hiding of critical data sources and semantics which is useful in military
application ,medical cases etc.

❖ there are various stages of data fusion include decision level ,feature level, pixel
level and signal level.

❖ In signal level data fusion fusion of information takes place at the sensor node or
within the local network itself.

❖ Ine pixel-level data fusion fusion of information takes place at the imaging device
level itself.

❖ in feature level data fusion fusion of information takes place prior to decision
making.

❖ Data fusion at decision label is ensemble of decisions.

❖ mathematical models of data fusion include probability based artificial intelligence
based on theory of evidence-based.probability based methods include basiyan



analysis ,statistical methods and recursive method while AI based method
includes a artificial neural network, machine learning etc.

10.5 smart parking

Smart parking is a parking strategy that combines technology and human innovation in
in effort to use as few resources as possible such change wale time and space to
achieve faster easier and denser parking of vehicles for the majority of time they remain
idle.

smart parking and its sister approach intelligent transportation are based on the
fundamental ecological principle that we are all connected.parking and transportation
are both essential in the movement of people and goods.the smart parking and
intelligent transportation vision and overlapping technologies are steadily developing
into one integrated steam.

the following factors should be taken into consideration while smart parking systems are
deployed

1. Robustness of sensor devices
2. Stability and timeliness of sensor network
3. Quality and agility of city service.
4. The user centric information dissemination and assignment
5. Uncertainty of drivers behaviour and travelling traces

10.6 energy management in smart cities

Energy management in smart cities involve energy efficient solutions like light-weight
protocols scheduling optimization predictive models for energy consumption cloud
based approach low-power trust deceivers and cognitive management framework.
Energy harvesting solutions include ambient energy harvesting and dedicated energy
harvesting. Ambient energy harvesting includes RF resources, wind Sun heat and
vibration. In dedicated energy harvesting energy resources are intentionally deployed
near iot sources.amount of energy harvested depends on sensitivity of the harvesting
circuit distance between the device and the resource and environment.



Short Questions

Q1. Write down the framework of smart city?

Technology,Human,Institutional,Data Management,Energy

Q2. What is Data Fusion?

Data fusion is defined as such the theory techniques and tools which are used for
combining sensor data or data derived from insuring that are into a common
representation and format.

Q3. What is Smart Parking?

Smart parking is a parking strategy that combines technology and human innovation in
in effort to use as few resources as possible such change wale time and space to
achieve faster easier and denser parking of vehicles for the majority of time they remain
idle.

Long Question

Q1. What are the challenges of Smart cities?
Q2. What is data fusion ,briefly explain?
Q3. What are the characteristics of smart cities?
Q4. What are frameworks of smart cities?



Chapter 11
Industrial iot

11.1 Iiot requirements

❖ Iiot can be characterized as a vast number of connected industrial systems that
are communicating and coordinating their data analytics and actions to improve
industrial performance and benefit society as a whole.

❖ Industrial systems that interface the digital world to the physical world through
sensors and actuators that solve complex control problems are commonly known
as cyber physical systems.

❖ These systems are being combined with big data solutions to gain a deeper
insight through data and analytics.

❖ The Iiot requirements are cloud computing, access,security, Big data analytics
,UX(user experience), assets management and smart machines.

11.2 design considerations

To use an iot device for industrial applications the following design objectives are to be
considered

1. Energy: it is defined as the time for which the iot device can operate with limited
power supply

2. Latency: it is defined as the time required for transmitting the data to the cloud or
other processing centres.

3. Throughput: it is defined as the maximum data transmitted across the network in
unit time

4. Scalability: the iot devices connected to the network may increased day by day. the
network should be scalable to  accommodate these devices

5. Topology: this means of communication among the devices.



6. Safety and security: the data collected and transmitted over the network should be
safe and secure. Various encryption algorithms for privacy and security of data need to
be implemented.

11.3 applications of iot

The growth of the internet of things is drastically changing how consumers interact with
their cars homes and appliances but the name s digital revolution has major implications
for industry to.some machine learning machine to machine communication to artificial
intelligence the industrial internet of things takes iot technology and directly applies
them to industrial concerns and in the process improves efficiency and productivity.

file consumer focussed iiot solutions have dominated headlines in recent years and the
relatively long life cycles of industrial equipment has limited growth in this sector so far
major firm and manufacturers are beginning to embrace iiot on a big scale attracted by
the opportunity to drive down cost and increase competitiveness.the applications of iot
in various field like manufacturing healthcare services transportation logistics mining fire
fighting etc.

11.4 benefits of iot

❖ iot has improved connectivity among devices improved efficiency upgraded
sellability reduced operation time remote diagnosis and cost-effective

❖ Connected ecosystem is an advantage with iot

❖ Integration of digital and human work force is an another benefit of iiot. In iiot
machines become more intelligent hence the automated task can be done in
industrial levels at low cost and higher quality level.

❖ it will create new job opportunity the creation of new composite industries such
as agriculture digital healthcare system digital mine etc.

❖ Tere formation of robots is another advantage of Iiot. In Iiot environment robots
are featured with 3 capability is namely sensing thinking and acting. Robot will be
more intelligent but will work under the supervision of human beings. Robots can
be reprogrammed to perform new task.



11.5 challenges of Iiot

❖ The primary challenges in iot include identification of objects of things manage
huge amount of data integrate existing infrastructure into new iot infrastructure
and enabling data storage.

❖ Standardisation is another challenge.standardization plays an important role in
the development of the system the goal of standardization is to improve the inter
interoperability of the different systems or applications and allow the products or
services to perfume better.

❖ Another challenge related to iot is information security and data privacy
protection.the devices of things can be tracked monitored and connected so
there are chances of attack on the personal and private data.

Short Questions

Q1. What are the design consideration regarding IIOT?

Energy,Latency,Throughput,Scalability,Topology,security?

Q2. What are the applications of IIOT?

manufacturing healthcare services transportation logistics mining fire fighting etc.

Long Questions

Q1.What are the benefits of IIOT?
Q2.What are the Challenges of IIOT?


